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Abstract

Print-scan resilient data hiding finds important applications in document security, and image copyright protec-
tion. In this paper, we build upon our previous work on print-scan resilient data hiding with the goal of providing
a simple mathematical characterization for guiding the design of more sophisticated methods allowing higher
volume of embedded data, or achieving more robustness. A model for print-scan process is proposed, which has
three main components: a) effects due to mild cropping, b) colored high-frequency noise, and c) non-linear effects.
It can be shown that cropping introduces unknown phase shift in the image spectrum. A new hiding method
called Differential Quantization Index Modulation (DQIM) is proposed in which, information is hidden in the
phase spectrum of images by quantizing the difference in phase of adjacent frequency locations. The unknown
phase shift would get cancelled when the difference is taken. Using the proposed DQIM hiding in phase, we are
able to survive the print-scan process with several hundred information bits hidden into the images.

Keywords: copyright protection, data-hiding, digital watermarking, document authentication, print-scan
modeling.

1. INTRODUCTION

Growing concerns over security in the past few years make it necessary to develop strong deterrents against forgery
of important documents such as passports, driving licences, and identification documents. Print-scan resilient
data hiding provides a viable solution to this problem: security information (such as fingerprints, signature, or
passport number) can be imperceptibly embedded into a picture in the document. Only specific devices, which
have access to a secret key, can decode and authenticate the hidden information. Forgery of such documents
become extremely difficult because the embedded data is inseparable from the picture.

The availability of new affordable devices (e.g., printers, scanners, and compact disc burners) and powerful
software (e.g., image processing, and video editing software) have made it extremely easy for consumers to access,
create, manipulate, copy, or exchange multimedia data. This has created an urgent need for protecting intellectual
property in the digital media. Multimedia data hiding, defined as imperceptible embedding of information into a
multimedia host, offers a potential solution, though with many challenges. Digital watermarking is a technology
being developed, in which, copyright information is embedded into the host in a way that is robust to a variety of
intentional or unintentional attacks. The ease with which images can be converted from print to digital form and
vice versa makes it necessary that the embedded digital watermark is resilient to the print and scan operation.

Many pictures appear on magazines and newspapers everyday. With availability of inexpensive high resolution
scanners, the image can be conveniently converted into a digital form and the ownership of the image may be
claimed by someone else. To counter this, information can be hidden into these images before they are printed
and the ownership can be verified in the digital format. A visible watermark would not be helpful in this case
because it can be easily removed using any image processing software. With the availability of affordable digital
cameras, more and more images are created in a digital form. The potential of e-commerce for digital images
cannot be realized unless a system for owner identification is in place. In this scenario, it is desirable that the
hidden ownership information does not get destroyed if the image is printed.

While it is very important for the embedded data to survive the print and scan process, it is a very complex
and challenging problem. There has been a growing interest among researchers in this area, but little progress has
been made because of the complex nature of the problem. One of the first approaches was by Lin and Chang,1
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who model the print-scan process by considering the pixel value and geometric distortions separately. There
are some watermarking methods2–4 that were not specifically designed for the print-scan attack, but they do
report robustness against the print-scan operation under specified experimental setup. A few approaches focus
on hiding in halftone images,5, 6 wherein, the halftone cells of the host image are shifted based on the data to be
hidden, and a composite halftone image is given out directly. More recent related works include Voloshynovskiy
et al,7 Mikkilineni et al,8 Picard et al,9 and Mahmoud et al,10 all of which deal with document security in
general rather than specifically considering printing and scanning of digital images.

Most of the above methods embed only a single bit (or a few bits) of information, as they assume the
availability of the watermark sequence at the decoder. In our recent work on print-scan resilient hiding,11, 12 an
improvement over these methods is achieved in terms of volume of embedding. We are able to hide several hundred
bits into 512×512 images against the print-scan attack with blind decoding (i.e., not assuming availability of
original image at the decoder). The hidden images also survive several other attacks such as those included
in Stirmark,13 e.g., Gaussian or median filtering, scaling or aspect ratio change, heavy JPEG compression,
rows and/or columns removal, and to a lesser extent, random bending. The proposed method, called selective
embedding in low frequencies (SELF), is an image-adaptive technique based on experimental modeling of the
print-scan process. A new method to estimate and undo rotation is also proposed, which specifically exploits
the fact that laser printers use an ordered digital halftoning algorithm for printing.

In this paper, we build upon the above work with a view of gaining a better understanding of the print-scan
process via a more refined mathematical model. With a better understanding of the channel, we hope to embed
higher volumes of data using more sophisticated embedding strategies. We also aim to survive attacks such as
cropping and scaling that may happen during the print-scan process. There are many printing and scanning
technologies available, and their effect on the image would vary a lot. It may not be possible to construct a
unified model for whole spectrum of printing and scanning devices available in the marketplace. Hence, in this
paper, we focus only on laser printers and flatbed scanners.

Our print-scan model has three main components: mild cropping, correlated high-frequency noise, and non-
linear effects. At the time of scanning, the image part must be cropped out from the background, either manually
or automatically. At this point, some mild cropping of the image is inevitable. Empirical evidence indicates that
even very mild cropping affects the image spectrum a lot, including the low frequency coefficients that we are
interested in. High-frequency noise gets added to the image as a result of the digital halftoning and the printing
process. This affects the high frequency spectrum of the image, so that the high frequency coefficients cannot
be used for data embedding. Both printing and scanning processes introduce non-linearity, which includes the
gamma correction that happens at the time of scanning.

We are more interested in the affect of the components of our models on the low frequency coefficients since
our current SELF embedding scheme hides in these low frequency bands. We observe that cropping affects the
low frequency coefficients the most, and hence, we consider it in more detail. A new method to survive cropping
is proposed, whose design is guided by our analysis on the effect of cropping.

We show that mild cropping causes a phase shift in the frequency coefficients which is approximately same
for neighboring frequencies. Based on this observation, a new hiding method is proposed in which, information
is hidden in the phase spectrum of images by quantizing the difference in phase of adjacent frequency locations.
The unknown phase shift caused due to cropping would get cancelled when the difference is taken. The idea of
hiding in difference of adjacent locations is analogous to ‘differential phase shift keying’ (DPSK), used to combat
the effect of unknown channel phase shifts in wireless communication. We employ similar nomenclature, and
term the proposed method differential quantization index modulation (DQIM). Using the DQIM hiding in phase,
we are able to survive the print-scan process with several hundred bits hidden into the images.

The rest of the paper is organized as follows. A brief background of the printing and scanning processes is
provided in Section 2. Section 3 provides an overview of our previous work on print-scan resilient data hiding.
In Section 4, we discuss our mathematical model, and a strategy to survive cropping in the context of print-scan
resilient hiding is discussed in Section 5. A new embedding method to survive print-scan, the phase DQIM
hiding, is described in Section 6. Finally, we present results in Section 7, and concluding remarks in Section 8.
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2. BACKGROUND

In this section, we provide a brief background of the printing and scanning processes. An understanding of these
processes would give us some insights on construction of an underlying model.

2.1. The Printing Process

When an image is printed, it undergoes a continuous-tone to bilevel conversion, known as digital halftoning.
Digital halftoning is required because almost all printers are bilevel devices †. Several algorithms have evolved
for digital halftoning over last decades. Readers are referred to14 for an extensive discussion on halftoning
methods.

The printer resolution, specified in dots per inch (dpi), need not be equal to the number of pixels per inch to
be printed for an image. One can specify the number of pixels per inch for an image, which eventually determines
the number of dots that will be printed for every pixel of the image. For example, if we set the image to be
printed at 60 pixels per inch, and set the printer resolution at 600 dpi, then a square of 10×10 dots will be
dedicated to a pixel of the printed image. The quality of the printed image depends on the type and age of the
printer, as well as the status of the toner.

2.2. The Scanning Process

In a scanner, the picture to be scanned is illuminated and the reflected intensity is then converted into electrical
signal by a sensor, which is then digitized. The scanning procedure involves putting the picture to be scanned
on the scanner flatbed. The picture may undergo a mild rotation if it is not placed well on the flatbed. This
rotation is generally limited to a few degrees (3 degrees or less) since the corner of the picture to be scanned
can be aligned with the corner of the flatbed with a good accuracy. The scanning software allows one to set the
resolution at which the picture is to be scanned. This resolution may vary from 75 dpi to 1200 dpi or more. The
resolution determines the number of pixels scanned per inch of the document.

Another significant process that happens during the scanning is the gamma correction. Images are scanned
into a computer for display on a monitor and for storage in digital media. Every computer monitor has an
intensity to voltage response curve which is a power function with parameter γ. This means that if we send a
computer monitor a message that a certain pixel should have intensity equal to x ∈ (0, 1), it will actually display
a pixel which has intensity equal to xγ . Most monitors have a gamma of roughly 2.2, which means that the
intensity value displayed will be less than what we wanted it to be. In order that the scanned image is correctly
displayed on a monitor, the image data generated at the scanner is ‘gamma corrected’ (ie raised to a power 1/γ).
The scanner software allows users to set the gamma correction that is to be applied for an image (the default
being 2.2).

3. PRINT-SCAN RESILIENT DATA HIDING

In this section, we provide an overview of our previous work on print-scan resilient data hiding (see11 for details).
This method is based on experimental modeling of the print-scan process, as described below. Focussing on
laser printers, a method to estimate and undo rotation that might happen during the scanning process is also
proposed.

3.1. Experiments and Observations

We printed and scanned several grayscale images using commercially available printer and scanner. Various
parameters, such as printer and scanner resolutions, scanner gamma correction, and print image size were varied
and its effect on the image features were studied in order to find features that are invariant to the print-scan
operation. Note that explicit registration of the scanned and original image features is not performed since it is
assumed that the original image is not available at the decoder. Some interesting trends in the DFT coefficient
magnitudes were discovered, as listed below.

†Some modern printers allow for more levels, but still require halftoning. Such printers are not used in our experiments
and hence not considered here.
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1. The low and mid frequency coefficients are preserved much better than the high frequency ones. In general,
the lower the frequency, the better its chances of surviving the print-scan process.

2. In the low and mid frequency bands, the coefficients with low magnitudes see a much higher noise than
their neighbors with high magnitudes.

3. Coefficients with higher magnitudes (which do not get severely corrupted) see a gain of roughly unity
(with the default gamma correction applied at the scanner). Roughly speaking, if the print-scan operation
is approximated as a linear filter (for large enough coefficients and low enough frequencies), then the
magnitude gain is unity after application of gamma correction. One possible explanation is that the
printing operation in itself does not cause blurring, since several dots are dedicated to each pixel of a
printed image.

4. Slight modifications to the selected high magnitude low frequency coefficients does not cause significant
perceptual distortion to the image.

The observations made above form the basis of the embedding scheme described in the following section.
These observations will be later explained in terms of the mathematical model proposed in Section 4.

3.2. Selective Embedding in Low Frequencies

Based on the experimental modeling described in the previous section, we propose a new image-adaptive hiding
method that achieves robustness against the print-scan operation. Information is hidden only in dynamically
selected low frequency coefficients whose magnitude is greater than a predefined threshold. Hence the name:
selective embedding in low frequencies (SELF).

The method proposed above is an image-adaptive technique, in which, the encoder dynamically selects the
coefficients to embed. The decoder does not have explicit knowledge of the locations where data is hidden, but
employs the same criteria as the encoder to guess these locations. The distortion due to attacks may now lead
to insertion errors (the decoder guessing that a coefficient has embedded data, when it actually does not) and
deletion errors (the decoder guessing that a coefficient does not have embedded data, when it actually does).
An elegant solution based on erasures and errors correcting codes is provided to deal with the synchronization
problem caused by the use of local adaptive criteria. This coding framework was first employed in our previous
work on robust image-adaptive data hiding.15 The bit stream to be hidden is coded, using a low rate code,
assuming that all host coefficients that lie in the candidate embedding band will actually be employed for hiding.
A code symbol is erased at the encoder if the local adaptive criterion (i.e., the threshold criterion) for the
coefficient is not met.

3.3. Estimating and Undoing Rotation

A method to estimate and undo rotation that might happen during the scanning process is proposed, which
specifically uses the knowledge of printer halftoning algorithm. We limit our attention to laser printers in this
paper, which employ an ordered halftoning algorithm to generate the binary image. The halftone pattern can be
captured by high resolution scanning and can be used to estimate and undo rotation. The rotation angle can be
estimated using the fact that the halftone cells in the printout (of the image) are oriented at a 45 degree angle
with the horizontal.

Figure 1 shows the images at some of these intermediate stages. Figure 1 (a) and (b) show the original image
and the composite image with 475 bits embedded. Figure 1 (c) shows the printed-and-scanned image which
has been rotated during the scanning process. Figure 1 (d) shows the automatically derotated image (step (3)).
Figure 1 (e) shows the image after the background is automatically cropped (step (4)).

SPIE-IS&T/ Vol. 5681     421




